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Evidence verification

Prove the evidence has not changed

A read-only evidence hash checker. It recomputes hashes and compares them with values from another tool or process.
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PLATFORM
Windows (x64)
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® Private by design
® Read-only

Databases/contacts.db 292,447 bytes

Databases/sms.db 342,469 bytes

® Signed for Windows

® A PDF record of every check
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SHA-256, SHA-1, and MD5
Recomputes hashes with any of the three algorithms.

Match, Mismatch, Missing, and Extra results
Every file is reported with one of these four results.

A validation package

One folder and zip with the JSON record, the PDF, and a manifest
of hashes, tool version, case details, and UTC and local times. The
PDF carries a QR code and a short verification code.

A built-in self-test

A self-test runs from inside the app.

Requirements

Operating system Windows (x64)

Network Not needed to verify evidence. Used only for the
optional update check.
Portable zip 95 MB, no install needed

Verify the download
DEVI-Validate-Setup-1.0.3-win-x64.exe

Validate it under your lab's own procedures.

Sum files, CSV, and FTK Imager logs
Reads recorded values from these formats.

A PDF verification record named by hash
Exports the result of a verification as a PDF.

Package check

Re-verifies a package later, in the app or with the command-line
tool, without a network connection.

Read-only
Hashing and verification work without a network connection, and
evidence is opened for reading only.

Runtime Included in the download. No separate .NET
install is needed.

Installer 71 MB

Code signing Authenticode-signed through Microsoft Artifact

Signing, with a timestamp.

Each published file has its SHA-256 on this page, with the Windows commands to check it.
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The forensic engine for professionals.
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